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RISC-V ISA Specification

Different modules

Class covers RV32l| Base Integer Instruction Set
— RV64I (used in textbook) and RV128I also available
— RV32E: Embedded Systems (only 16 registers)

Various Extensions, named with letters

The RISC-V Instruction Set Manual; Volume IlI:
Privileged Architecture

— For Operating System



RISC-V Specifications

* https://riscv.org/technical/specifications/
— |ISA Specification

— Debug Specification
— Trace Specification
— Compliance Framework
e https://five-embeddev.com/riscv-isa-manual/latest/intro.html

— Manual

e https://github.com/riscv/riscv-isa-manual/releases/latest
— Latest draft document

Editors: Andrew Waterman', Krste Asanovié!?
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https://riscv.org/technical/specifications/
https://five-embeddev.com/riscv-isa-manual/latest/intro.html
https://github.com/riscv/riscv-isa-manual/releases/latest

Subset | Name |  Implies |
Base ISA

Integer I
Reduced Integer E

Standard Unprivileged Extensions
Integer Multiplication and Division M
Atomics A
Single-Precision Floating-Point E Zicsr
Double-Precision Floating-Point D F
General G IMADZifencei
Quad-Precision Floating-Point Q D
Decimal Floating-Point L
16-bit Compressed Instructions &
Bit Manipulation B
Dynamic Languages J
Transactional Memory T
Packed-SIMD Extensions P
Vector Extensions Vv
User-Level Interrupts N
Control and Status Register Access | Zicsr
Instruction-Fetch Fence Zifencei
Misaligned Atomics Zam A
Total Store Ordering Ztso

Standard Supervisor-Level Extensions

Supervisor-level extension “def” | Sdef |
Standard Hypervisor-Level Extensions
Hypervisor-level extension “ghi” | Hghi |

Standard Machine-Level Extensions

Machine-level extension “jkl” Zxmjkl

Non-Standard Extensions

Non-standard extension “mno” | Xmno |

Base Version | Status
RVWMO | 2.0 Ratified
RV32I | 2.1 Ratified
RV641 | 2.1 Ratified
RV32E | 1.9 Draft
RV128I | 1.7 Draft
Extension | Version Status
M 2.0 Ratified
A 2.1 Ratified
F 2.2 Ratified
D 2.2 Ratified
Q 2.2 Ratified
C 2.0 Ratified
Counters | 2.0 Draft
L 0.0 Draft
B 0.0 Draft
J 0.0 Draft
T 0.0 Draft
P 0.2 Draft
%4 0.7 Draft
Zicsr 2.0 Ratified
Zifencei | 2.0 Ratified
Zam 0.1 Draft
Ztso 0.1 Frozen




Clarifications

* RISC-V ISA Spec: Does NOT define Assembly
Syntax

— Defines Binary Machine Instructions and their
behavior

— Different Assemblers could have different syntax (i.e.
allow commas or not)

* Project 1 RISC-V emulator: behave exactly like
Venus!

* ALL I-Type instructions (including sltiu):
— do sign-extension
— (in Venus): input number is signed, even if hex



RISC-V instruction sizes

XXX XXXXXXXXXXXaa

XITTITITTrrxerx’ | xxxxrxxxxxxxbbbiil

LR | XEZTTITTTyryxryy | Txresrxexxx01113d

s XXX | XXrXzxxrrxrerryy: | xxxxxryxxO11iiil

XXX | XXXXXXXEXZTTEorrrx: | xonnxxxxxiiiiill

s XXX, | XXXXXXXETTrxrexx:| iilxxxxxiiiiiil

Byte Address:  base+4 base+2 base

16-bit (aa # 11)

32-bit (bbb # 111)

48-bit

64-bit

(80+416*nnn)-bit, nnn#111

Reserved for >192-bits



Compressed Instruction Set “C”

* Use 16 bit instead of 32 bit instructions =>
— Save space => faster
* E.g.:
— Use only 8 "popular” registers -> only 3 bits needed
— Immediates have only 6 bits
— Stack-pointer based loads and stores

— R & | —type instructions: rs1 and rd the same
— etc.

e Can mix 32bit and 16bit instructions!



Format Comparison

CORE INSTRUCTION FORMATS

31 27 26 25 24 20 19 15 14 12 11 6 0
R funct7 rs2 rsl funct3 rd Opcode
I imm|11:0] | funct3 rd Opcode
S mmm|11:5] rs2 | funct3 imm|4:0] opcode
SB mmm| 12|10:5] rs2 rsl funct3 imm[4:1/11] | opcode
U mmm|31:12] rd opcode
UJ mmm|20|10:1/11]19:12] rd opcode
Format Meaning 1514 13 12 11 10 9 8 7 6 5 3 2 4
CR Register funct4 rd /rsl rs2 op
Cl Immediate funct3 | imm rd /rsl imm op
CSS  Stack-relative Store | funct3 imm rs2 op
CIW Wide Immediate funct3 imm rd’ op
CL Load funct3 imm rsl’ imm rd’ op
€S Store funct3 imm rsl’ imm 22 op
CA Arithmetic funct6 rd’/rs1’ | funct2 rs2’ op
CB Branch /Arithmetic | funct3 offset rd’/rs1’ offset op
cl Jump funct3 jump target op

Compressed 16-bit RVC instruction formats.




00000000000000000000001010110011
11111111111101011000010110010011

00000000101000101000001010110011

11111111111101011000010110010011 multiply:
11111110000001011101110011100011 add tO0, zero, zero
00000000010100000000010100110011 addi al, al, -1
00000000000000001000000001100111 N o ccunulate:s

5 add t0, t0, a0
00000000000000000000001010110011 6 addi al, al, -1
0001010111111101 7 bge al, zero, accumulate

1001001010101010
0001010111111101 ]
11111110000001011101111011100011 §l ret
1000010100010110
1000000010000010

8 add a0, zero, tO




Project 1

* Project 1.1:

— In C89, write a program to compress RV32 to RV32C
(on Assembler level)

e Carefully read webpage and documentation

— Of course: Best results when compiler is aware of
compression (use according instructions/ registers)

* Project 1.2:

— In RISC-V, write a program to de-compress RV32C to
RV32



MULTIPLICATION AND DIVISION FOR
RV32l: EXTENSION M
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Integer Multiplication (1/3)

* Paper and pencil example (unsigned):

Multiplicand 1000 8
Multiplier x1001 9
1000
0000
0000
+1000
01001000 72

* m bits x n bits = m + n bit product
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* |n

Integer Multiplication (2/3)

RISC-V, we multiply registers, so:

— 32-bit value x 32-bit value = 64-bit value
* Multiplication is not part of standard RISC-V because:

It requires a more complicated ALU

— The compiler can use a series of shifts and adds if the multiplier

isn't present

e Syntax of Multiplication (signed):

mul rd, rsl, rs2
mulh rd, rsl, rs2

Multiplies 32-bit values in those registers and returns either the

lower or upper 32b result

 If you do mulh/mul back to back, the architecture can fuse them
Also unsigned versions of the above

13



Integer Multiplication (3/3)

 Example:
—inC:a =Db * ¢;
*int64 t a; int32 t b, cj;
* These types are defined in C99, in stdint.h

* in RISC-V:

— let b be s2; let c be s3; and let a be s0 and s1
(since it may be up to 64 bits)

—mulh sl, s2, s3
mul sO, s2, s3
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Integer Division (1/2)
* Paper and pencil example (unsigned):
— Quotient =1001010 / 1000
— Remainder =1001010 % 1000

1001 Quotient
Divisor 1000 | 010 Dividend
V0 U

10

101

1010
-1000

10 Remainder
(or Modulo result)

Dividend = Quotient x Divisor + Remainder
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Integer Division (2/2)

e Syntax of Division (signed):
—div rd, rsl, rs2
rem rd, rsl, rs2

— Divides 32-bit rs1 by 32-bit rs2, returns the quotient
(/) for div, remainder (%) for rem

— Again, can fuse two adjacent instructions
 ExampleinC:a=c/d;b=c%d;

 RISC-V:
e aé>s0; bé>sl; cé>s2; dé>s3

—div s0, s2, s3
rem sl, s2, s3



Note Optimization...

e Arecommended convention

—mulh sl s2 s3
mul sO0 s2 s3

—div sO0 s2 s3
rem sl s2 s3

* Not a requirement but...

— RISC-V says "if you do it this way, and the
microarchitecture supports it, it can fuse the two
operations into one"

— Same logic behind much of the 16b ISA design:
If you follow the convention you can get significant
optimizations



’

“And in Conclusion...’

Simplification works for RISC-V: Instructions are same
size as data word (one word) so that they can use the
same memory.

Computer actually stores programs as a series of
these 32-bit numbers.

We have covered all RISC-V instructions and registers
— R-type, I-type, S-type, B-type, U-type and J-type instructions
— Practice assembling and disassembling

Introduced Compressed Instructions for Project 1
RISC-V Multiplication and Division



Admin

e Midterm |

— March 29 during lecture hours
* We start sharp at 8:15!
* We expect you to sit in your seat at 8:05 —so we can

distribute the exams!
* Be there at 8:00!

e Contents:

— Everything till (including) Datapath (March 24
lecture)



Midterm |

Switch cell phones off!
(not silent mode — off!)

— Put them in your bags.

Bags in the front. On the table: nothing but:
pen, 1 drink, 1 snack, your student ID card and your
cheat sheet!

The RISC V green card will be provided
No other electronic devices are allowed!
— No ear plugs, music, smartwatch...

Anybody touching any electronic device will FAIL the
course!

Anybody found cheating (copy your neighbors answers,
additional material, ...) will FAIL the course!
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Cheat Sheet

* 1 A4 Cheat Sheet allowed (double sided)
— Midterm Il: 2 pages
— Final: 3 pages

* Rules:

— Hand-written — not printed!

— Your name in pinyin on the top!

— Cheat Sheets not complying to this rule will be
confiscated!




| Fuwetions or sevemaL 58] 2+ £0x )@= 4042 )| Pommnse: Allomrd (i) | (=g 2) RMIGES: 25 0%
LEVEL CURVES »*D | FUNCTION OF N VARIABLES G-J DEFINITION OF ConminuiTy
YTERFTNET. | 2o £0xryxaree - - yxn V€ (R V2 C X ~ ‘bos.
CONTOUR MAPS (2-D) R — — R BWATS To ek R (3o enn ) 3;{::‘:-:“:':‘;:“ :(:‘;:'L”T o
002 £ 317k = CONST] 1. g 0 Eunchiom o moary memarcs e 2 Onglpam =L
SURFACE LGRS (3-d) | > Towh| IF for BvERY WE Yo , THEREIS h CORRESPMDUL
3. #3870 S, 18(w,u) -1 1CT whave,

£ B

PMmM, bmuwn\vr;s D-ivwns w/ W toame vavials,

IF THE LT AS A FUNCTION APP Aot
(a, o) ALONG TWO DIFPERSNT PATMS 1§ noT

F-(Y--g\ fxe

fylxig) = $y= M' %‘)_

OF MonE TrAN Two
VARABLE S

sm&’ -«w; FoR FuNClog

THE SAME, THE LIMIT Des NOT BasT @
) 15 CONTIUAUS AT (a ) | THE UMT
OF (> 4\ A (i y)—>(Akb) FxsSTS.

SECOND Py 1AL D VATIVES |CLARAUTS Me
nx:s__‘( = = .g‘ 1F Fyeyq AND Fyx T
ARE BOTA (aNThanous

MPOS ITE FUNCTIONS nF' CoTINNOUS FudCTiog
CASTINMIUS PROOULTS

2ufCmy) @B (%0,Yo 2e) EVNIKTED ATA POINT

9 ()= £ (g)-q'() e
|CASEL | 2=§0y) | ¥24E), yznix) te Z=F(g), )
=34 orw/ecf 2. *

fxys X w
3 (ISE) °S"" 503’( oy (ﬁ) Fuy (ad)= £ysc(a,o) 2-Boz £, (e 4) (r30) 1 g o) (4 -Y0)
Fyx= _}.(%G’-) b‘(g\ PARTIAL DIFF. EQS | ToraL DireeRENTIAL [ (dy= Fondx SotE )
e s :
: 263> &h E,_o .“. 2 = fulxg)dx »55(\(‘3\(&’ = SEaxs 9
4y= z"i(%:‘)'b's’ > Oj(g: B o ENTS B By, by DI % oady ds
THE CHAIN RULE WORNE 4Ry, e gl Ve g Hoid Tose & ..::“ b,:eb"“’\’( M'ba <o

[ a--t-- v..rvi 4:..«...@;\-@-.»- algut

ST u-u-(.»np m.»\l_l's&

,_“ AT = 60000 0% 44y la,b) By + €55 4 2 AY slaary

B-RE B

‘..“%. ]Ml K.~

|case onsE 2] 2= £l wwaGe), U ws,e) 1e 2= fgls, ), Wis))

Foga, %:%tl::‘;..w.m

€1 ond €2 ane functloms of B anel Dy +ask
Appvecda O as (bx 1By = (0,0)

DEF.
= £ 15 DIFFERENTIMBLE (@ (A Foc &= Flxw)

oc.‘g.a.. on 3g, """*9“’—" for 0adM 51,3, o2
h-a-n Solve for Yerd
Ao -5 Tt - "THE GRADIENT VECTOR | 2240w y) Vehrr
& ®° T® i TN ) R g~ s ] R| 2=€0ny
1 2 § * * ® Vay)= (gtna\, gtxg\) = ﬁ\
Flaylo yzion Fix O Fixg33:0 R s T TN, = s oaew S

3 VEL- SURFACE [7F L ToTr Ve b?#(- N2 £ Oy a )b SAME FoR
Fu (%= + Foy(4-Uo Tt v ) @+ Fy e
MR FHN-40+ % (3-3470 "‘E&w ‘ﬂ 9 D?F{xq\ 2 vm.@-il 3 VARIABLES

mMﬂAmwl? 'Aé _'_J._- (__M_‘
SPEEAL() wCOeiy) Fiwi,n )= F6a L;.o u«-wtm-lm-o

DEE mewc 0ccvs whwn UF 1sin 4us 5 ama Dir, a5 4
BIF = V6T = [veilTlcose = | @s1cws0)

THEN Fav -1, VF= 0y ) and TNNS “ %’.\0-‘3("'10\ 7

MAXIMUM AND MINIMUM VALUE S 2=£0q4)

£x(a8)» 0 £4(a,0)20 Vflanla (0, 00z

NoT Suy CAENT 10 GUARANTEE A MAX. OZ Mt N.
“E

THEM "n:‘v( THE IND DERIVATIVE ‘GS‘..\’.‘;HM
o [ ey 770, Hx70 LoChL MIN,
D[ e o

«b¥o ,f—a<o LocaL MAx
+D<C0 SADOLERT. Do if

FINDING ABSOLUTE MAX.

1. Find values of § ab daa critical pol mhs .6: n D

THE GEADIENT VECToR POINTS 1w THE DIRECTION
OF STESVEST ASCENT 0R. DESCENT (aiA Sutfne)
Tow 1502 HogoNAL

LEVEL CuRvES OF A SuRFACE

CoMPENTS As £ HAS .
INDEFENDENT VARABLES, N' (6 by, ) iu,
OFIND THE WBMA L (AND LMTE R-TAMENT
TOo A BURFACE, LET THAT SURFME BE TME
LEVEL GET OF SomMB HGHER DIMENSIONA W
FunCTion. THEN THE GRADIENT OF THE
HIoHER D FunNcTion \S L T YouR SUaE

2. Find Hoe Octyame valugs of £ om #us B b 1
3. The *value fom 4,,2. 15 4 ABS. MWAK, s Seagllasd

(MRS TTZING AND MINIMI 2ING ' Sct o 0 Fancien of Fwo

S0 Bz firey) aad Fath Dot Usual Rectlnge

Varlavles of g

TH 40 > ey gzl Lot Wextnglizi-d
x‘oqh!"s. Is ™E LevEL S&T W=0
50 VN # (274 ,33) 15 A NORMAL VECTOR TOTHE

3-p STHERE %2443 43321

marrirm
ripaty €
weiont
nork

ertes
FON

<7

NewRA &.;\;i/

z Aavy
_force anngor
Acceleranan N

Wﬁ‘
PL SNTE and v lgmfw'w
/,,mlmr nﬂ(/lm /mmm@ 3

% %ﬂl’ Met
I

m/s

X3.6
_—

3o

rotas v rverny

NE v o

/14

my/ s
.r i

/h

"R
~g7 L ml bmn/
a..m‘.m. contiruciss SNcia

ght 11D¥ # bl

ARG T o

eminmion
ral ,lnu :!amllnu\,r JCheme
SIS
;v “

? e

o a8 A
CINIIMUOUS pin O 1 D hae ""'"'M,"’,”,’ DO AT B2

|4IU’IA‘I"I‘ Inreréerentg wiyl geevr all
S T
k, ,,wmpmamm !midmnp
h"k OF run par
" cpverys  paratiel
s *
é 2 Hchon of powe)

differeree of 1 mam'uda . 2»511-
from potsowe 9 :

Lrminoiity,
R Pl o sl of ey
mv nanu vnp star megnwu s
"? u the ytar (surface, rg
o?u umineus e
eprma/ are Jtark va
1gnTNess over PeNa: of,

PIFFRACTION 'S I'NGBENDING OF UGHT
ﬂk{)llhl’ g%'?ﬁ(l.! 5 AN P THROUGH

oA y
P doen 't atliow light 10 Y
s Wit i ruom, THE U

INFPAREN T adioWd ¥
ZZ:NJ‘LLIC&NT qutows light titoughbut EUIION R
distorty itepath 1R bluir the :maqe 2V 4 2na

No material can allew 1007 of Intident Ener ;:hf%n Twol ht
[I‘ 0 pads throdatl. . Mta“m g w,'m

mor@nuct

on 1#3 main Yequenc Uke
& '%mn?-:ﬁnnu then expe
A

ower i Um=

m«mr medlum "m‘d""ﬂ



L

:}.ﬁu shie iﬁ.
-1._5-,-,,4--1 'biu-n -
&ﬁnma%‘q E__
[55- 5 -z _;;:*":1 g
- FU"“ .u.. ,'.../Am‘hu R :’,
W y
—-B2 . — ¥ L&m% o

——X
LS i
L
=

-

I‘.i
a5
N
;:.z

g/j::

5 |

tl

o3

y g
2

WA
1y
I
2
“”;:
?.
i
£
3

&
n?ﬂ%\

Ll

N

3

>

"‘?"!':v
»
%
F
£




2l eraYivay -2
1. ARfeation: s loel datt pod oo v J it ek 1 M3
€S Lo 1 2X Lragy e ek eRry 2 YOS ey ..'.“';ﬂ LTt
e of Localty: fost-omusne EXtwr B

Bamfelim: e mony tix afalie— toge,
y  Measten VEPNe t
S locality Gpocand hoviane

Fyery 3 o .
ek AR st Al
L2004 Loty intsahins SPEOA 1en e, | e ok g, ot od, 18 S 30,
S

a 4 (30 TaarOuidy.
! ¢ f 9! LM

f s | e wis-k

. st | R o W G [
; £

£ | 3 ) : B, 3,15

l‘ ool -wl 1o} 'mw' z)m e vmn“ﬁu;—gaal-w

A o %ﬂ.

3 ‘-.t" 8N T ] P i
,J#' in L N et (o 4
429 e fen | 4" el et . 3
2 i (ah0 > st ke,
“mw 7 e u-:whmnn.uu-o (al
o I W Pre s
S
s > —itpit . &
ik o™ —— . _y
1] ety 3 muqmrmhm
ah pimis:
} V2. I 1 WI

L kRt w : ; i

PSR- at s B
. "\ win
g e vl (
Jo o S e B RS
Nakie e diptfile Y
Ce-(UFQ) ne-tutt et 3ie .
| matie e cxtndoe 0 : wate
et st mmar&a»v
e {optimse pumov) ) . e =
amw-a#mw i 'n ST 2
e b e e O ..mmuwmmmw
et i aoW Sk
 ofce oy Sow i ) n T Teant
2 -z rond
= (e85 (way Al (3 r
a .
% o, fantiesd e Q) el
p. TGt A= P e, X BY: olian %"‘:NM:!: anﬂ:iz‘”
o .e‘,;'gwm e?ﬁ'%?wm"‘ 2
ot o Ao e . vt :
/ ’m:ﬁ &
.‘.‘m m‘nw Tet. AAneiu e 3 bart fou
Aol aridle Mool =TI Fanilih. i
e ,W ey -
bt (e (d
s o o AR N e
e ol T e
~X 3 mese WX M‘%L & na ‘ . o0 e il
int dvsn A28 - B
i ol A3 U » ) 35 o st aagy. el
mauo(hén) &% = — " ) m{g
ferkionance o CU Ai2S - jodact. i e
ptsent 40/0 823 PRV A Ty
3 O
repeeat denoans B-S Lt Rba e B st s} i
(?ffm ‘HOat Iﬁf—ﬂfﬁ‘ ot .“ e 111
epeent floatingint=fP 24 siare fomhRerE b
oprEsent Hactan L2 e 20 5 seongions)
et Akta o ders AN i o nvs :
Green LEIGH. 44 s TL T
Mﬂlﬁn‘amm 10 L TS i

ARl

- : 2 a
z..&&p.L}ae 012, VLARCBLF 10 ’
T FERL S Aots, ’ Fiﬂﬂm Mm*ﬂm‘ﬁt
el ¢ | ;

-

it 2 10 AR, 08 At
i :wwmm“g Ao

’ s i bkt
e
i ,#@ﬁ“’"f G

- forns =

epze &
st L 3
3 <
PR | kT "‘
-y, % s
1
5 - R

= w«mm% =

o —muamnﬁ""

8 B

g o P Mﬂ&w

L3 | It Caste AR Gk
R
2 by e atian: M‘lt 1
owaf % fhe e R
1 inise 72X n“
€rL: by
. &) k X
Gche yhick wy M2 Aty by ewind
# Heteh It L.
i
. 7 i2

e s spmatton T

i % A
e ApCent™ koid /oo
iwe i
e [l elo R
Aoeg
o BT
lele
| io
-
i
1
K

28



(

SIFT REFERENCE GUIDE (V.1.1) — CREATING TIMELINES WITH THE SIFT WORKSTATION )

(Lvm mllmmuawm/w] —» [ 2.BOOTSIFTVM ] o

| 2

ooy

1|'>

~»

[ log2timeline PARSING PLUGINS
apache2_error - Apache2 error log
file
chrome - Chrome history file
encase_dirlisting - CSV file that is
exported from encase
evt- Windows 2k/XP/2k3 Event Log
evix - Windows Event Log File (EVTX)
exif - Metadata information from files
using ExifTool

_bookmark - Firefox bookmark file
firefox2 - Firefox 2 browser history
firefox3 - Firefox 3 history file
ftk_dirfisting - CSV file that &
exported from FTK Imager 'dm"lﬁ)
generic_linux - Generic Linux logs
start with MMM DD HH:MM:SS
iehistory - index.dat file containg IE
history
jis - 1S W3C log file
lsm ISA text export log file

ntfs_change - csv output file from
JP-(NTFS Change |
mactime

pad: SIFT Workstation VM Appliance )

Login: sansforensics
Password: forensics

= ,‘"" ‘

§l Workstation Installation (%) |
J

4. CONNECT IMAGETO | & ]

$ sudo su ‘ |4 SIFT
3 S ‘ fPIug hard drive tophysical | 5
\» | host and attachto SIFTVM |

5. HARD DRIVE MOUNTING (if you are using log2timeline-sift and Single DD you can skip to 7-A)

) -

SINGLE OR SPLIT IMAGE (2 options): ;‘ (U mount -t ntfs -o ro,loop,show_sys_files,streams_interface=winy
t offset=#### /mnt/ewf/<image> /mnt/windows_mount/

pt_ewf.py image.E01 /mnt/ewf l

image.E01 /mnt/ewf/ N ’ )

(MOUNT TO MOUNT POINT

SINGLE IN

\N mount -t ntfs -G

_sys_files,streams_interfaceswindows,offset=####4 image.dd /g

((SPLIT IMAGE (2 step pre

(& affuse image.001 /mnt/aff
\# mount ~t ntfs-3g o loop,ro,show

mnt/aff/<image> /mnt/windows |

\ COMPUTER

and INCIDENT RESPONSE

E PURPOSE OF THIS REFERENCE
IDE IS TO WALK THROUGH THE
ESS OF BOOTING THE SIFT
DRKSTATION, CREATING A TIMELINE
SUPER” OR "MICRO") AND i\\{

REVIEWING IT.

HOW TO CALClMTE THE OFPSET
FOR MOUNTING

1. Run mmis to query partition layout
# mmls image.EOL

2. Identify partition and byte offset
3. (Partition byte offset) x (bytes per
sector) = offset #### to use!
Example: 63 X 512 = 32256

Note: If needed, repeat for each
partition. Make new mount point:
# mkdir /mnt/windows_mount2/

|
|
|
|
l
v

[ WBQQW#IMTOMJ

- Body file Imhe
format

mcafee - Log file

mft- NTFS MFT file

mssql_errlog - ERRORLOG file

produced by MS SQL server

ntuser - NTUSER.DAT registry file
opera - Opera's global history file

exml Open)tMl. document peap

peap - PCAP fi

pdf - Avﬂlabh POF document

metadata

prefetch - Prefetch directory
recycler - Recyde bin directory
restore 0.9 - Restore point directory
safari - Safari m«&?ﬂ file

sam - SAM registry

security - SECURITY registry file
m SetupAPl log file in

MI Skype database
- SOFTWARE registry file

sol - sol s&lsg) ofa Fllash cookie file
squid - Squid access
(http_emulate off) -

Body
volatility - Volatility output files
w Mndo&sshomnj file (or
a link file)
wmiprov - wmipr file
xpfirewall - xpr-gm log

List plugins f log2timeline -f list

«.HELP EXPAND THIS LIST. BUILD
PLUGINS!

BY DAVID NIDES {12/16/2011)
TWITTER: @DAVNA
BLOG: DAVNADS. BLOGSPOT com
EMAIL: DNIDES@KPMG.COM
CREDITS TO: ED GOINGS, ROB LE
KRISTINN GUDJONSSON, KPMG &
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Red text - image/source

Blue text — mount point

Purple text - output file

Green text - log2timeline plugins
Brown text - TimeZone

1 )

( 7-A: AUTOMATED SUPER TIMELINE CREATION
log2timeline-sift -0 —z [TIMEZONE] -p [PARTITION #] -I [IMAGE FILE]
LDISKIM‘GE(mptmm mount, and run): j

XP | # log2timeline-sift ~z ESTSEDT -i image

WIN7 | % log2timeline-sift -win7 -z ESTSEDT -i image

 FOR PARTITION (mount and run using all applicable p

XP i;'# log2timeline-sift ~z ESTSEDT -p 0 -i partig

WIN7 n log2timeline-sift -win7 -z ESTSEDT

{ OTHER USAGE EXAMPLES:

' Display list of available p
# log2timeline -f list
Run log2timeline usg

# log2timeline-sif

Help (man pag
. ¥ log2time

‘use only specific plugins:
eftch =z ESTSEDT -i image.dd

9

8
!
1
[
|
|
|
|
l
|
|
|
[
|
|
v

(/cases/timeline-output-folder) ) ‘

e event, in the format of MM/DD/YYYY

Bf day, expressed in a 24h format, HH:MM:SS

: the timezone that was used to call the tool with.
® MACB meaning of the fields, comp w/ mactime format.

ce: Source short name (i.e. registry entries are REG)

ourcetype: Desc of the source (“Internet Explorer” instead of WEBHIST)

-type: Timestamp type (i.e. “Last Accessed”, “Last Written”)

-user: Username associated with the entry, if one is available.

8.CSVE

-host: Hostname associated with the entry, it one is available.

-short: Contains less text than the full description field.

-desc: where majority info is stored, the actual parsed desc of the entry.

-version: Version number of the timestamp object.

filename: Filename with the full path that contained the entry

-inode: inode number of the file being parsed.

-notes: Some input modules insert additional information in the form of a
note, which comes here. Or it can be used during the review.

format: Input module name used to parse the file.

-extra: Additional information parsed is joined together and put here.

o V(

7-A&7-B
(4 INUAL “MICRO" TIMELINE CREATION ) €4 — ~
» ONS] [-f FORMAT] [-z TIMEZONE] [-0 OUTPUT MODULE] [-w HELP? OPTIONS? USAGE? )
_FILE/LOG_DIR [~] [FORMAT FILE OPTIONS] log2timeline -help
Log2timeline-sift -help

METADATA (using log2timeline or fis)

\LZ!__plocess -help

gtem data w/log2timeline from mounted file system:
mft -0 mactime -r -z ESTSEDT -w
me/
pee using Sleuthkit:
dd > fis.body
prmat w/ mactime:

#log!
mft.bo
OR Extract N
# fls -m "" -0 off
Convert body file fo!
\_# mactime b fls.body

)

2 file éystem:
DT -w

(ART IFACTS (run 12| on mounted file B plugins recursively)

(‘Extract artifacts w/ log2timeline and ru
# log2timeline -f firefox3,chrome -0 macti
web.body /mnt/volume/
Convert body file format to CSV format w/ mactime$
\_# mactime -b log2timeline.body ~d > log2timeline.csv

9. FILTER TIMELINE

Filter timeline with date range to include only:
12t_process -b timeline.csv MM-DD-YYYY..MM-DD-YYYY > filtered.csv
Filter timeline with keyword list (one term per line in keywords.txt):
12t_process -b timeline.csv -k keywords.txt > filtered.csv

What sources are in your timeline?

awk-F , ‘{print $6;) timeline.csv| grep-v sourcetype|sort | uniq

Find all LNK files that reference E Drive

grep“Shortcut LNK” timeline.csv| grep"E:”

FiindMountPoints2 entries that reference E Drive

grep“MountPoints2 key” timeline.csv} | grep”E drive”

grepUSB timeline.csv| grep“SetupAPILog”

(7 OTHER log2timeline Q y
OUTPUT FORMATS

tool
-CEF - Common Event Format - ArcSight
<CFTL - XML file- CyberForensics TimelLab
visualization tool
CSV - comma separated value file
-Mactime - Both older and newer version of
the format supported for use by TSK's
mac

time
-SIMILE - XML file - SIMILE timeline
visualization
-SQLite - SQLite database
-TLN - Tab Delimited File
~nN-Fomm used by some of H Carvey
tools, expressed as a ASCH output
~TLNX - Formalused bysomeoi H Carvey
d as a XM

h EXP

0. CONNECT TO SIFT )

SETTINGS -> OPTIONS -> Shared
s -> Always Enabled (Check)

.
y 2.SIFT Desktop > VMware-Shared-Drive

v

Access from a Win Machine
\\SIFTWORKSTATION

:11

( 1LREVIEWTIMELINE )

(Eile System ™M A C B Review timelines using:
Ext2/3 Modified Accessed Changed N/A | - Open, Soft, Filter with Excel
FAT Written Accessed N/A Created - - Import into SPLUNK
NTFS File Modified Accessed MFT Modified Created = -SIMILE
UFS Modiified Accessed _Changed __N/A 4 Tapestry




Review of Integer Numbers

 Computers are made to deal with numbers

 What can we represent in N bits?

— 2N'things, and no more! They could be...

— Unsigned integers:
0 to 2N-1

(for N=32, 2N-1 =4,294,967,295)

— Signed Integers (Two’s Complement)
-2(N-1) to 2(N-1)_1

(for N=32, 2(N-1) =2 147,483,648)
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What about other numbers?

1. Verylarge numbers? (seconds/millennium)
=>31,556,926,000,, (3.1556926,, x 10%9)

2. Very small numbers? (Bohr radius)
=> 0.0000000000529177,,m (5.29177,, x 10°11)

3.  Numbers with both integer & fractional parts?
=> 1.5

First consider #3.
...our solution will also help with #1 and #2.
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Representation of Fractions

“Binary Point” like decimal point signifies
boundary between integer and fractional parts:

Example 6-bit XX.YVVVYY

representation: 21// AN,
20 21 52 3 &

10.1010,,, = 1x21 + 1x21 + 1x23 = 2.625;,,,

If we assume “fixed binary point”, range of 6-bit
representations with this format:
0 to 3.9375 (almost 4)



Fractional Powers of 2

2-i

WO NONULIdBWDNREREDO

N
N = O

e
Ul W

1.0 1

0.5 1/2
0.25 1/4
0.125 1/8
0.0625 1/16
0.03125 1/32
0.015625
0.0078125
0.00390625
0.001953125
0.0009765625
0.00048828125
0.000244140625
0.0001220703125
0.00006103515625
0.000030517578125
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Representation of Fractions with Fixed Pt.
What about addition and multiplication?

oL 01.100 1.5,
Addition is + 00.100 0.5,

straightforward: 10.000 2.0.., 01.100 1.5,

00.100 0.5,
00 000

000 00

0110 O
00000

00000

0000110000

Multiplication a bit more complex:

Where’s the answer, 0.11? (need to remember where point is)
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Representation of Fractions

So far, in our examples we used a “fixed” binary point.
What we really want is to “float” the binary point. Why?

Floating binary point most effective use of our limited bits
(and thus more accuracy in our number representation):

example: put 0.1640625,., into binary. Represent
with 5-bits choosing where to put the binary point.
... 000000.001010100000...
\_Y_l

Store these bits and keep track of the binary
point 2 places to the left of the MSB

Any other solution would lose accuracy!

With floating-point rep., each nhumeral carries an exponent
field recording the whereabouts of its binary point.

The binary point can be outside the stored bits, so very
large and small numbers can be represented.
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Scientific Notation (in Decimal)

mantissa __-exponent
T~6.02,., x 102

I

decimal point radix (base)

 Normalized form: no leadings Os
(exactly one digit to left of decimal point)

» Alternatives to representing 1/1,000,000,000
— Normalized: 1.0 x 10
— Not normalized: 0.1 x10%8,10.0x 1010

36



Scientific Notation (in Binary)

mantissa __-exponent
—~1.01,,, x 2"

“binary point”  radix (base)

 Computer arithmetic that supports it called
floating point, because it represents numbers
where the binary point is not fixed, as it is for

Integers

— Declare such variablein Cas £float

e double for double precision.
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Floating-Point Representation (1/2)

* Normal format: +1. o 27V Viwo
 Multiple of Word Size (32 bits)
3130 23 22
IS| Exponent
1 bit 8 bits 23 bits

*S reEresents Sign
Xponent represents y’s
represents x’s

* Represent numbers as small as
2.0,,, X 271%° to as large as 2.0,,, X 227

« 2126 = 8.507059173023462 €37 = 10°®
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Floating-Point Representation (2/2)

 What if result too large?
(>2.0x103%8, < -2.0x1038)

— Overflow! => Exponent larger than represented in 8-bit
Exponent field

e What if result too small?
(>0 & < 2.0x1038, <0 & >-2.0x1038)

— Underflow! => Negative exponent larger than represented
in 8-bit Exponent field

overflow underflow overflow
) | <« ] I I < | « | .
I % I X 11 2 | P |
-2x1038 -1 -2x1038 o 2x103%® 1 2x1038

* What would help reduce chances of overflow and/or
underflow?
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IEEE 754 Floating Point Standard (1/3)

Single Precision (Double Precision similar):

3130 23 22 0
IS| Exponent |

1 bit 8 bits 23 bits

* Sign bit: 1 means negative O means positive

in sign-magnitude format (not 2’s complement)

— To pack more bits, leading 1 implicit for normalized numbers
— 1+ 23 bits single, 1 + 52 bits double
— always true: 0 < Significand < 1 (for normalized numbers)

 Note: 0 has noleading 1, so reserve exponent value 0 just for
number O
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IEEE 754 Floating Point Standard (2/3)

* |[EEE 754 uses “biased exponent”
representation

— Designers wanted FP numbers to be used even if no
FP hardware; e.g., sort records with FP numbers
using integer compares

— Wanted bigger (integer) exponent field to represent
bigger numbers

— 2’s complement poses a problem (because negative
numbers look bigger)
* Use just magnitude and offset by half the range
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IEEE 754 Floating Point Standard (3/3)

» Called Biased Notation, where bias is
number subtracted to get final number

 [IEEE 754 uses bias of 127 for single prec.

- Subtract 127 from Exponent field to get actual
value for exponent

 Summary (single precision):
31 30 23 22
S| Exponent | Significand

1 bit 8 bits 23 bits
*(-1)° x (1 + Significand) x 2(Exponent-127)

* Double precision identical, except with
exponent bias of 1023 (half, quad similar)
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Question

* Guess this Floating Point number:
1 1000 0000 1000 0000 0000 0000 0000 000

A: -1x 2128
B: +1x 2128
C:-1x 2!

D: +1.5x 21
E:-1.5x 21



Representation for + oo

*In FP, divide by 0 should produce + oo, not
overflow.

* Why?

— OK to do further computations with oo
E.g., X/O > Y may be a valid comparison

* |EEE 754 represents * oo
— Most positive exponent reserved for oo
— Significands all zeroes
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Representation for O

* Represent 0?
— exponent all zeroes
— significand all zeroes

— What about sign? Both cases valid
+0: 0 00000000 O00O0O0O0O0OOOOOOOOOOOOOOOOOO
-0: 1 00000000 0000000000000000O0O00O0O00QO
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Special Numbers

 What have we defined so far? (Single Precision)
Exponent __ Significand | Object
0 0 0
0 nonzero 27?7
1-254 anything +/- fl. pt. #
255 0 +/- o0
255 nonzero 27?7
Clever idea:

— Use exp=0,255 & Sig!=0
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Representation for Not a Number

* What do | get if | calculate
sqrt(-4.0)or0/07?

— If oo not an error, these shouldn’t be either

— Called Not a Number (NaN)

— Exponent = 255, Significand nonzero
 Why is this useful?

— Hope NaNs help with debugging?

— They contaminate: op(NaN, X) = NaN

— Can use the significand to identify which!
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Representation for Denorms (1/2)

* Problem: There’s a gap among representable FP
numbers around O
— Smallest representable pos num:
e a=1.0...2 * 27126 =2-126
— Second smallest representable pos num:
 b=1.000.....1 2 * 2-126

— (1 + 00012) * 2-126 Norma"zation
= (1 + 2°23) * 2126 and implicit 1
= 2126 4 »-149 iIs to blame!
— a-0=212
|
b s Gaps!

-m«%@% o0
p +

d
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Representation for Denorms (2/2)

e Solution:

- We still haven’t used Exponent = 0,
Significand nonzero

- DEnormalized number: no (implied)
leading 1, implicit exponent = -126.

- Smallest representable pos num:
a= 2-149

- Second smallest representable pos num:
b = 2-148

= OO0 «——++HHHHHHH+H—+— 4 00

0
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Special Numbers

0

0
1-254
255
255

0
nonzero
anything
0

nonzero

0

Denorm
+/- fl. pt. #
+/- oo

NAN
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Summary

* Floating Point lets us:

— Represent numbers containing both integer and fractional parts; makes
efficient use of available bits.

— Store approximate values for very large and very small #s.

* |EEE 754 Floating-Point Standard is most widely accepted
attempt to standardize interpretation of such numbers (Every desktop or
server computer sold since ~1997 follows these conventions)

e Summary (single precision):
3130 23 22

IS| Exponent | Significand
1 bit 8 bits 23 bits
« (-1)S x (1 + Significand) x 2(Exponent-127)

- Double precision identical, except with exponent bias of 1023
(half, quad similar)

Play with: https://www.h-schmidt.net/FloatConverter/IEEE754.html



https://www.h-schmidt.net/FloatConverter/IEEE754.html

RISC-V Single-Precision Floating-Point:
F Extension

* 32 new registers fO — f32 — each 32bit

— Named registers: temporary, saved, argument

* Floating-point control and status register fcsr

— Operating mode and exception status

31 87 5 4 3 2 1 0
Reserved Rounding Mode (frm) | Accrued Exceptions (fflags)
NVIDZIOFIUFI NX
24 3 1 1 1 1 1
Rounding Mode | Mnemonic Meaning
000 RNE Round to Nearest, ties to Even Flag Mnemonic Flag Meaning
001 RTZ Round towards Zero - -
010 RDN Round Down (towards —oc) NV Invalid Operation
011 RUP Round Up (towards +0oc) DZ Divide by Zero
100 RMM Round to Nearest, ties to Max Magnitude OF Overflow
101 Reserved for future use.
110 Reserved for future use. UF Underflow
111 DYN In instruction’s rm field, selects dynamic rounding mode; NX Inexact
In Rounding Mode register, reserved.
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Instruction Examples

Load/ store — similar to int — e.g.:

— flw f1, 0(sl)
# load from address sl to float reg 1

Arithmetic: append .s for “single precision”
— fsub.s f2, 3, fl

Fused Multiply Add:

— Fmadd.s rd, rsl, rs2, rs3
# [rd] = [rs1l] * [rs2] + [rs3]

Int / float conversions:
— fcvt.w.s T4, s4
# convert int in s4 to float in f4
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Category Name t| RV32{F|D|Q} (HP/SP,DP,QP FI Pt)
Move Move from Integer FMV.{H|S}.X rd, rsl

Move to Integer FMV.X.{H|S) rd,rsl
Convert Convert from Int FCVT.{H|S|D|Q}.W rd,rsl

FCVT.{H|S|D|Q}.WU rd,rsl
FCVT.W.{H|S|D|Q} rd,rsl
FCVT.WU.{H|S|D|Q} rd,rsl

Convert from Int Unsigned
Convert to Int
Convert to Int Unsigned

Load Load FL{W,D,Q} rd,rsl,imm
Store Store FS{W,D,0Q} rsl,rs2,imm
Arithmetic ADD FADD.{S|D|Q} «rd,rsl,rs2
SUBtract FSUB. {S|D|Q} rd,rsl,rs2
MULtiply FMUL.{S|D|Q} «rd,rsl,rs2
DIVide FDIV.{S|D|Q} «rd,rsl,rs2
SQuare RooT FSQRT.{S|D|Q} rd,rsl
‘Mul-Add Multiply-ADD FMADD.{S|D|Q} rd,rsl,rs2,rs3

Multiply-SUBtract
Negative Multiply-SUBtract
Negative Multiply-ADD

FMSUB.{S|D|Q} rd,rsl,rs2,rs3
FNMSUB. {S|D|Q} rd,rsl,rs2,rs3
FNMADD. {S|D|Q} rd,rsl,rs2,rs3

-
== D DDV DRVRINR DR INRRPRRORNOODODRINOIOIORIN=|D DR DD DI

'Sign Inject SiGN source FSGNJ.{S|D|Q} rd,rsl,rs2
Negative SiGN source FSGNJN. {S|D|Q} rd,rsl,rs2
Xor SiGN source FSGNJX.{S|D|Q} «rd,rsl,rs2
'Min/Max MINimum FMIN.{S|D|Q} rd,rsl,rs2
MAXimum FMAX.{S|D|Q} rd,rsl,rs2
‘Compare Compare Float = FEQ.{S|D[Q} rd,rsl,rs2
Compare Float < FLT.{S|D|Q} rd,rsl,rs2
Compare Float < FLE.{S|D|Q}) rd,rsl,rs2
Categorization Classify Type FCLASS.{S|D|Q} rd,rsl
Configuration Read Status FRCSR rd
Read Rounding Mode FRRM rd
Read Flags FRFLAGS rd
Swap Status Reg FSCSR rd,rsl
Swap Rounding Mode FSRM rd,rsl
Swap Flags FSFLAGS rd,rsl
Swap Rounding Mode Imm FSRMI rd,imm
Swap Flags Imm FSFLAGSI rd, imm
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